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Anomaly Detection

Intro

• Anomalies
✓ Not conform to a notion of normal behavior.

• Anomaly detection
✓  we try to distinguish anomalous samples 

- Deviate from normal samples.
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Anomaly Detection

Application of Anomaly Detection

• Security and Surveillance 
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Anomaly Detection

Application of Anomaly Detection

• Biomedical Application
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Anomaly Detection

Application of Anomaly Detection

• Machinery Defects Diagnostics
• Early alarm of malfunctioning
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Anomaly Detection

Application of Anomaly Detection

• Industrial Damage Detection

y : Weary :  No Wear
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Anomaly Detection

Anomaly Detection y = f(x)

F

• Y = f(x), MLE

X = data
Y= label

1

0 0

0 0
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Graph Anomaly Detection

Graph Anomaly Detection y = f(x)

F

• y = f(x), MLE

X = graph data

0

0

0

1

Himol (nature comm,2023)

Y= label

https://www.nature.com/articles/s42004-023-00825-5
https://www.nature.com/articles/s42004-023-00825-5
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Graph Anomaly Detection

Difficulties of anomalies

• Scarcity of anomalies
• Not easy to get anomaly data

• Because anomaly rarely happens

• Diverse types of anomalies
• So many cause of anomalies

Intro to optimization in deep learning:  Momentum, RMSProp and Adam

digitalocean

https://www.digitalocean.com/community/tutorials/intro-to-optimization-momentum-rmsprop-adam
https://www.digitalocean.com/community/tutorials/intro-to-optimization-momentum-rmsprop-adam
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Graph Anomaly Detection

Difficulties of anomalies

• Technique in anomaly detection

✓ Supervised 
▪ Utilize labeled data samples

− Limits their scalability for training.

✓ Unsupervised
▪ To capture deviations from normal pattern.

− Hard to extend for anomaly types.

✓ Semi Supervised 
▪ Supervised + unsupervised

− Use hundreds of labels 

» Not for a few anomaly type
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Graph Anomaly Detection

Difficulties of anomalies

https://arxiv.org/pdf/2409.05383

https://arxiv.org/pdf/
https://arxiv.org/pdf/2409.05383
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GAD Survey

Intro

GraphAnomaly Detection with Graph Neural Networks: 

Current Status and Challenges

H. Kim et al. 

IEEEAccess

2022
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GAD with GNNs, IEEEAccess, 22

Intro

On the basis of the structural information
✓ Global

▪ are deviated node attributes in the graph.

✓ Structural
▪ Are deviated structural information in the graph.

✓ Community
▪ Deviated from both structural and node information in the community.
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GAD with GNNs, IEEEAccess, 22

Intro

• Early work on GAD dependent on domain knowledge and statical methods.

✓ Handcrafted
▪ Time-consuming, labor-intensive.

▪ Real-worldgraphscontain a large #nodes and edges

− Large scale and high-dimensional 
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GAD with GNNs, IEEEAccess, 22

Cs224w, Stanford

https://web.stanford.edu/class/cs224w/
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GAD with GNNs, IEEEAccess, 22

Intro

• Nodes (A) and (C)

✓ Detected anomalous  of the node attributes.

• Nodes (A) and (B)
✓ Detected in terms of graph topology

• Nodes (A)
✓ Both node and topology.
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GAD with GNNs, IEEEAccess, 22

• Most research efforts on 
✓ static graph anomaly detection 

✓ and using gnn models

• Few addressed edge or subgraph anomalies.
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Related work – AE

Intro 

• Autoencoders
✓ Deep learning version of unsupervised learning 
✓ Network consists of two parts.

▪ Encoder : z = f(x)

▪ Decoder : x = g(z)

▪ Learn to set g(f(x) = x

✓ Network produce a reconstruction.
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Related work – AE

Intro

• Labeling anomalies
✓ Labor-intensive

✓ Costly

• Many efforts have focused on unsupervised learning.
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Related work – AE

Intro

• Autoencoder learn latent representation
✓ Aim to accurately reconstruct them.

✓ Graph Auto Encoder expected to better reconstruct normal graph data.
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Dominant, SDM, 19

Intro

• Shallow learning mechanisms 
✓ Capture node-to node interaction.

✓ Often suffer from the network sparsity and data nonlinearity issues.

• Attributed graph
✓ Node attributes complement the raw network structure.

✓ With rich information.
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Dominant, SDM, 19

Intro

• Using GCN
✓ Models the topological structure and attributes.

• Autoencoder
✓ Reconstruction nodes from both structure and attributes perspective.
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Dominant, SDM, 19

Results
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MUSE, NIPS, 2024

Intro

• Test reconstruction error is lower than training graphs
✓ Which refer to performance flip

▪ Unseen graphs share a primary structural pattern.
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MUSE, NIPS, 2024

Intro

• Mean is not all you need.
✓ Different #edges

▪ their mean errors are similar.

− Making difficult to distinguish.
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MUSE, NIPS, 2024

Intro

• Mean is not all you need.
✓ Different #edges

▪ their mean errors are similar.

− Making difficult to distinguish.

http://dmlab.kaist.ac.kr/~kijungs/museNeurIPS2024.pdf

http://dmlab.kaist.ac.kr/~kijungs/museNeurIPS2024.pdf
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MUSE, NIPS, 2024

Method

• Using multifaceted summaries of errors.
✓ To represent the error distribution.

http://dmlab.kaist.ac.kr/~kijungs/museNeurIPS2024.pdf

http://dmlab.kaist.ac.kr/~kijungs/museNeurIPS2024.pdf
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MUSE, NIPS, 2024

Method

• Mean is not all you need.
✓ Different #edges

▪ their mean errors are similar.

− Making difficult to distinguish.

http://dmlab.kaist.ac.kr/~kijungs/museNeurIPS2024.pdf

http://dmlab.kaist.ac.kr/~kijungs/museNeurIPS2024.pdf
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MUSE, NIPS, 2024

Method

• Traditional approach
• SSL
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• Few-shot Anomaly Edge Detection  for Dynamic Graphs 
using Large Language Models 
✓ Few shot을 위해 LLM의 일반화 능력을 이용 =>  In-Context Learning,graph-text align

✓ Dynamic graph을특성을 활용 =>  dynamic aware learning 

AnomalyLLM

Intro
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• Dynamic graph
✓ Evolving relation among the entities.

▪ RECSYS, Social Networks, data center for DevOps

AnomalyLLM

Intro
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• Anomaly Edge in dynamic graphs.
✓ Abnormal interactions 

▪ Between fraudsters. Suspicious interactions.

✓ Due to the temporary nature of dynamics -> label sparsity.

AnomalyLLM

Intro
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• Technique in anomaly detection

✓ Supervised 
▪ Utilize labeled data samples

− Limits their scalability for training.

✓ Unsupervised
▪ To capture deviations from normal pattern.

− Hard to extend for anomaly types.

✓ Semi Supervised 
▪ Supervised + unsupervised

− Use hundreds of labels 

» Not for a few anomaly type

AnomalyLLM

Intro
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• LLM achieve few shot anomaly edge
✓ Representation of dynamic graph

▪ Chaining of the graph topology

− Edge representation 

» adjacent topology

» temporal dynamics

✓ Alignment between graph and language.

✓ Adaption few shot for anomaly task.

AnomalyLLM

Intro
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TEA-GLM, NeurIPS,24

• Representation enhancer

• Graph text alignment

• Text to graph task

Method
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graphGPT, SIGIR, 24

Alignment space between graph and text.

1. Enhancing graph representation : graph text alignment
• Structural Information Encoding

2. For LLM input : graph to text
• Self-sup Instruction Tuning

3. For output (task) : text to graph
• Task-Specific Instruction Tuning
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AnomalyLLM - Method

• Dynamic Contrastivce Pretraining enhancer

• Reprograming-based Modality Alignment

• In-Context Learning for few-shot Detection
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AnomalyLLM - Method

• S-T subgraph construction : 𝑒𝑖,𝑗
𝑡  to 𝑆𝑖,𝑗

𝑡

✓ Select top K adjacent node from diffusion matrix.

✓ Sliding window size t.
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AnomalyLLM - Method

• S-T subgraph construction : 𝑒𝑖,𝑗
𝑡  to 𝑆𝑖,𝑗

𝑡

✓ Select top K adjacent node from diffusion matrix.
✓ Sliding window size t.

• Subgraph-based Edge Encoder
✓ Transformer

▪ Temporal encoding sequence of node 

✓ GNN
▪ Encoding within the subgraph

✓ Edge Encoding
▪ Average pooling of node within the subgraph 

▪ Concat the subgraph representation and pass the FC 
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TADDY ( Transformer-based AD for DYnamic graph)

Method

• Anomalies often occur in local substructures.
✓ Receptive field to local scale

• Sample importance-aware contextual node set.
✓ Based on graph diffusion matrix, select to k nodes.

▪ Global view of graph structure.

▪ S = σ𝑘=0
∞ 𝜃𝑘𝑇𝑘 , 𝑤ℎ𝑒𝑟𝑒 T = AD−1, 𝜃𝑘 = 𝛼 1 − 𝛼 𝑘 𝑜𝑟

𝑒−𝛽𝛽𝑘

𝑘!

− Degree of connectivity with continuous value
▪ setgt

 = sv1 + sv2

▪ Select the top k nodes to form the contextual node set 𝒰 𝑒𝑡𝑔𝑡

▪ Substructure S(𝑒𝑡𝑔𝑡) = { 𝑣1, 𝑣2,𝒰 𝑒𝑡𝑔𝑡  } 
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AnomalyLLM - Method

• Edges with different subgraph should dissimilar.

• Distinguishable between Edges and random sampled edge.

Negative  Edge : not connected to 𝑒𝑖𝑗 in 𝐺𝑡−1, 𝐺𝑡+1

Negative Subgraph : Subgraph not connected node to 𝑒𝑖𝑗
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AnomalyLLM - Method

Edge embedding -> Query
W : word embedding 
W’ : prototype : transformed word embedding -> key value

Reprogrammed embedding 
✓ soft-weighted word embedding

▪ Soft-weighted : attention between word and edge embedding

Anomaly Edge with text representation h
✓ Edges with different subgraph should dissimilar.
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AnomalyLLM - Method

Instruction and  edge embedding -> LLM 

ℎ𝐼𝐶𝐿 = LLM()[:-1]
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AnomalyLLM

Results

Supervised (Deep Walk), Unsuprvised(StrGNN, AddGraph), Semi(GDN,TGN,SAD, TADDY)
1. Outperform existing method be attributed to the generization power of LLM
2. Semi-sup show improvement with increasing shot count. 
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AnomalyLLM

Results

Poor efficiency
 - Edge embedding = temporal + subgraph embedding 
 - transformer + GNN
 - self attention reprogramming
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graphGPT

Results

observe the edge construction
by focusing on subgraph embeddings
can extract useful information and capture the evolving properties of edges
In dynamic graphs
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AnomalyLLM

Conclusion

• Integrate LLMs with dynamic graph anomaly detection
✓ Addressing few-shot anomaly

• Introduce approach
✓ Reprogram the edge embedding

▪ To align semantics between graph and LLM
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• Detecting Industrial Anomalies Using Large Vison-Language Models
✓ Using LVLM for Industrial Anomaly Detection(IAD)

AnomalyGPT (24, AAAI - oral)

Intro

Figure1. Comparisonbetweenour
AnomalyGPT, existing IAD methodsand 
existingLVLMs. 

Existing IAD methodscan only provide
anomaly scoresand needmanually
threshold setting,
while existingLVLMs cannot detect
anomalies in the image.

AnomalyGPT cannot only provide
information about the imagebut also
indicate the presenceand location of 
anomaly.
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• Detecting Industrial Anomalies Using Large Vison-Language Models
✓ The threshold varies considerably for each category of objects.

▪ One-class-one-model.

AnomalyGPT (24, AAAI - oral)

Intro
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AnomalyGPT

Method

• Image Encoder -> Decoder + Text -> Localization Results

• Prompt Learner -> LLM -> Answer 
✓ (Image + Localization Results + Learnable prompt )
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AnomalyGPT

Method

• To achieve pixel-level anomaly localization
✓ Compute the similarity between texts and intermediate image features.
✓ Image encoder into 4 stage to obtain intermediate features

▪ 𝑀 = Upsample ( σ𝑖=1
4 softmax ( መ𝐹𝑝𝑎𝑡𝑐ℎ

𝑖 𝐹𝑡𝑒𝑥𝑡
𝑇 ) ) ∈ ℝ 𝐻 ×𝑊 

− ෠F𝑝𝑎𝑡𝑐ℎ
𝑖 ∈ ℝ𝐻𝑖×𝑊𝑖×𝐶𝑡𝑒𝑥𝑡 : intermediate image feature into 4 stages in patch level.

− 𝐹𝑡𝑒𝑥𝑡 ∈ ℝ2 ×𝐶𝑡𝑒𝑥𝑡 : normal and abnormal text features.

− መ𝐹𝑝𝑎𝑡𝑐ℎ
𝑖 𝐹𝑡𝑒𝑥𝑡

𝑇 ∈ ℝ𝐻𝑖×𝑊𝑖×2 : similarity between image path and text features. 

− Softmax : Map the similarity to probability indicating how a patch is abnormal..

− Upsample : To original Image Size, σ𝑖=1
4 : summation over all feature hierarchal levels .
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AnomalyGPT

Method

• Normal and Abnormal text
✓ State level

✓ Template level
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AnomalyGPT

Method

• For few shot,
✓ Similarity between normal samples and query.

▪ 𝑀 = Upsample ( σ𝑖=1
4 ( 1 − max (( መ𝐹𝑝𝑎𝑡𝑐ℎ

𝑖 𝐵𝑖𝑇
)) ∈ ℝ 𝐻 ×𝑊 

− 𝐵𝑖 ∈ ℝ 𝑁 ×𝐶𝑖 :  normal sample that image patch level feature in memory banks.

− መ𝐹𝑝𝑎𝑡𝑐ℎ
𝑖 𝐵𝑖𝑇

 : similarity between normal samples and query Image.

− 1 − max(sim x, y ): most dissimilar normal sample -> abnormal  
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AnomalyGPT

Method

• Prompt learner
✓ To fine-tune

▪ Encoder output -> linear : original image information. ∈ ℝ 𝐻𝑖 × 𝑊𝑖×𝐶𝑒𝑚𝑏

▪ Learnable prompt embedding. 𝐸𝑏𝑎𝑠𝑒 ∈ ℝ𝑛1× 𝐶𝑒𝑚𝑏

▪ Localization Results  ∈ ℝ 𝐻 ×𝑊 → 𝐸𝑑𝑒𝑐 ∈ ℝ 𝑛2 × 𝐶𝑒𝑚𝑏
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AnomalyGPT

Method

• Data Augmentation
✓ To improve performance.

▪ Cut-paste

− Radom crop and past a block.

▪ Poisson editing

− Seamlessly crop and paste.
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AnomalyGPT

Method

• Question Answer
✓ Prompt tuning

− Description of input image.

− Queries the presence of anomaly

» Model continues to specify the location

▪ Poisson editing

− Seamlessly crop and paste.
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AnomalyGPT

Method
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AnomalyGPT

Method

• Overall Loss 𝐿 = 𝛼 𝐿𝑐𝑒 + 𝛽𝐿𝑓𝑜𝑐𝑎𝑙 + 𝛾𝐿𝑑𝑖𝑐𝑒 

✓ 𝐿𝑐𝑒 = −σ𝑖=1
𝑛 𝑦𝑖log pi

▪ Ground Truth text and generated text

✓ 𝐿𝑓𝑜𝑐𝑎𝑙 = −
1

𝑛
σ𝑖=1

𝑛 1 − 𝑝𝑖
𝛾 log 𝑝𝑖

▪ For image pixel 

✓ 𝐿𝑑𝑖𝑐𝑒 = −
σ𝑖=1

𝑛 𝑦𝑖 ෝ𝑦𝑖

σ𝑖=1
𝑛 𝑦𝑖

2+σ𝑖=1
𝑛 Ƹ𝑦 𝑖

2

▪ For image mask
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AnomalyGPT

Results

• Our method outperform pervious approaches
✓ Competitive Pixel level AUC
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AnomalyGPT

Results

• Decoder impressive pixel-level AD performance
✓ Provide additional functionality

• Prompt learner outperforms Lora 
✓ Provide transferability.
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AnomalyGPT

Results

• Presence of anomalies. 

• Pinpointing anomaly location presenting pixel-level.

• Can engage in multi-turn dialogues
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AnomalyGPT

Conclusion

• Conversational IAD vision language model

✓ Whether contain anomalies

✓ Pinpointing location without specified threshold

✓ Remarkable performance
▪ Few shot in-context learning.
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Thank you ☺

Q & A 
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